NASA agrees with the spirit and overall intent of OMB’s 6/22 memorandum, i.e., to protect the privacy of citizens.  NASA has been very proactive in ensuring implementation of OMB’s initial guidelines provided in the June 2, 1999 memorandum.

However, we have two major concerns.   First, the memo is unclear about whether the restriction on the use of cookies applies to both publicly accessible web sites as well as web sites only accessible from within an agency’s domain space.  We believe that any restrictions should apply solely to publicly available web pages.  Second, and more important, we believe the focus on cookies, or any particular technology, inadequately and inappropriately addresses the privacy problem.   While the use of cookies is the most prevalent technology of its kind today, other means of collecting privacy information on users also exists (for an excellent discussion of “spyware”, for example, please refer to http://grc.com/optout.htm) and, as technology evolves, more techniques will proliferate.  A policy that bans cookies only partially addresses the privacy issue.

NASA believes that, rather than banning a specific technology, OMB should reinforce the need for agencies to follow existing privacy policy in developing and using Federal computer systems.  Agencies should be free to use a variety of technologies, including cookies, for legitimate data collection purposes, consistent with the Privacy Act and other laws and regulations.  These technologies enable us to determine, for example, the areas of our web sites that are of most interest to the public and to tailor them accordingly.  The appropriate prohibition should be on what data is collected and how it is used.  A policy that bans a technology also deprives us of the benefits we would gain from the legitimate use of that technology.

Our questions regarding the 6/22/00 memorandum’s policy as well as additional suggested revisions to the policy and its implementations follow:

1. The 6/22/00 memo lacks implementation dates and a specific OMB point of contact.

2. The “new Federal policy” referenced in the 6/22/00 memo is not identified and we are not sure what this phrase refers to.  There are several possibilities, e.g., the Privacy Act of 1974, the Childrens Online Privacy Protection Act (COPPA) of 1998, OMB Circular A-130, and the principals published by the Infrastructure Task Force in 1995.  

· NASA recommends that OMB explicitly publish this new Federal Policy or provide a guidance document containing this new Policy with references to the source of each requirement.

3. Regarding the condition that a “compelling need” be established before Cookies can be used on an external Federal website, what constitutes a compelling need?  

· NASA recommends that examples of a compelling need be provided in OMB’s published guidance.

4. Regarding another condition for the use of Cookies on an external Federal website, the “personal approval by the head of the Agency” is too constraining.  

· NASA recommends that this condition be delegable to the Agency CIO.

5. Verbal guidance NASA received in April 2000 from OMB indicated that the COPPA did not apply to Federal agencies, however Federal agencies should consider the intent of the Act in designing their websites.  However, the 6/22/00 memo states that the standards set forth in the COPPA of 1998 apply to Federal websites.

· NASA recommends that the initial direction from OMB, that Federal agencies consider the intent of the Act in designing their websites be the policy.  If Agencies must comply with the explicit requirements of the Act, NASA recommends that OMB publish explicit guidance.  Given the redirection for compliance, NASA also recommends that timelines for compliance by Federal agencies be established. 

6. OMB’s 6/22/00 memorandum states that “a description of your privacy practices and the steps taken to ensure compliance” be included in our Agency budget submission this fall.  However, no explicit guidance regarding content or format have been provided.

· NASA recommends that OMB establish content and format requirements for this required submission.  Agency participation in the development of the content requirements is further recommended.  In order to meet the “fall” due time period, we also recommend that this guidance be provided as soon as possible.

