NASA WEBMASTER STATEMENT ON COOKIE USE: 
Cookies are a form of data storage that were originally designed to store volunteered information from a user in a readily retrievable format by a server that created it to personalize the look of web pages.  The amount of information stored in each cookie is small - around 1 kilobyte or less. The information that can be stored in a cookie may or may not have anything to do with private information about a site user.  Many more uses of cookies have been developed since the original idea about 4 years ago.

Cookies themselves are not used to copy personal information from visitors. Nor can cookies read information from a user’s hard drive. The visitor must volunteer any personal or other information, which can then be stored in a cookie or other kind of file or database.  The key point is that there is no way a cookie itself can be used to obtain personal information from an unwilling reader.  The reader usually fills out a form, and the data can be stored in the cookie, which is then usually copied back to the reader's machine.  In general, when a user fills out a form, he or she often has no idea where or how the data are stored.   What readers do care about is whether sufficient safeguards are in place to protect that information from other entities.

It is important to note that cookies are not a flawed technology, leaking privacy information.  Sharing private information requires the action of the site developer, just as sharing any other type of data. Once a site deliberately shares private information with entities that have no right to that information, the NASA Official responsible for that site has broken the law, whether cookies, databases, or text files were used.

Forbidding the use of cookies does nothing at all to prevent the sharing of volunteered, personal information by a user (or information collected by the log file).   Privacy information leaks can be created in many more ways than sharing cookies. Eliminating cookies does not solve the privacy problems, but it can significantly hinder web site development.

Any policy or guidelines regulating the use of cookies should be directed towards sites accessible only to the general public. Sites accessible to NASA partners (industry, academia, other Government Agencies and NASA Centers) should not have limitations on cookie use. NASA Officials responsible for those sites should inform their targeted audience on any cookie use.

All NASA Officials responsible for WWW sites and their curators need to be educated on what can and cannot be done with regards to information collected from a private individual - regardless of the technology used.

COOKIE USE AT NASA WWW SITES:

(A) Maintain the state of a web application when hosted on a load-balanced multiple server web site. The web is a stateless environment, meaning that the server does not store any information about a particular HTTP transaction. Each connection is considered a new connection and has no knowledge of any other HTTP transaction. When hosting an application on multiple systems, the user may traverse several web forms that need to maintain state.  Each request may go to a different system, so the cookie can be used to carry information through the process.  The cookie can be abandoned on session end.

(B) Maintain state for WWW applications when state information must cross discontinuous transaction sessions. Cookies provide site users with a contiguous database connection to insure data integrity. 

(C) Save user customizations so that we can create personalized web pages and prevent users from having to re-enter data on each visit.

(D) Determine distinct visitor counts. 

(E) Allow NASA Webmasters to understand traffic patterns as users traverse their site. 

IMPACT OF REMOVING COOKIE USE FROM NASA SITES:

(A) Non-budgeted costs to for the rewrite of web applications currently using cookie technology as a vehicle to maintain state. Applications will have to be re-rewritten to maintain state using other methods such as CGI and embedded parameters in the URL.

(B) Increase in development costs for web applications. Loss of cookie technology will result in an increase to coding and application testing resulting from work arounds that cookie technology can no longer be used for.

(C) Loss of user friend sites. Site users will have to re-enter standard form information (ie. name, email address, phone, etc…) each time a NASA site of this type is visited.

(D) Less accurate customer site usage information and statistics. Because many visitors come through proxy servers they register the same IP addresses. Each user can be given a unique session cookie (one that expires at browser close) and we are then able to keep a more accurate count of users even if from the same IP. 

(E) Knowledge loss of customer traffic patterns at NASA web sites. Proxy servers make it difficult to understand traffic patterns since many users show the same IP address. Using cookies, you can give each browser one and then be able to track which paths they follow through the site.  

Information from (D) and (E) are not used to keep tabs on readers, but rather to statistically understand what is important to our audience. Knowing this helps us build better web sites.  In some cases (e.g. load balancing), the site may be very unresponsive and appear broken if cookie technology is not used.

NASA WEBMASTER RESOLUTION PROPOSAL FOR THE USE OF COOKIES ON NASA WWW SITES ACCESSIBLE TO THE GENERAL PUBLIC:
Privacy Statement

NASA already posts the required privacy statement on its major web sites.  This statement has the following sentence:  "We want to be very clear: regardless of the information being transmitted to NASA, we will protect all such information consistent with applicable law."

This statement is straightforward regarding the use of collected information.  However, since the OMB memo explicitly refers to the cookie technology itself, we might add the following bullet above the summary statement:

· … understanding technologies NASA may use on its web sites. NASA uses advanced technologies as part of its core mission to discover and inform.  Cookie technology may be implemented at some NASA web sites.  Cookies store small amounts of information, sometimes including information you have given us, and are only used to make your visit to those web sites more usable and friendly.  At no time is private information you have given us, whether stored in cookies or elsewhere, shared with third parties that have no right to that information.  If you do not wish to have web cookies stored on your machine, you can turn them off.  However, this may impact the functioning of some NASA sites.

Approval of Cookie Use

Amend NPG 2800.1 to add the following to section 2.6:

(A) Supervisory approval authorizing the use of cookies must be obtained for sites accessible to the general public.

(B) NASA Officials responsible for sites accessible to the general public shall be held responsible for the use and storage of public information collected at their site.  Sites using cookie technology must post a link to the NASA Privacy Statement from all pages utilizing this technology.

